IHOJIUTUKA
rOCYJIAPCTBEHHOI'0 OK0KETHOI'0 YUPEKAEHUS COIMAJIBLHOI0 00CaYXKNBAHUS
BaagumMupckoi 001acTu
«BJaaguMupcKuii ICMXOHEBPOJOrHYeCKHIi HHTEPHAT»
B OTHOIIEHUH 00PA0OTKH NEPCOHAIbLHbBIX JAHHbIX

1. TepmuHbI 1 onpeae/ieHUs

[Tepconanbubie nanubie (I11H) - mobas nHbOpMaLKs, OTHOCAIIASICS K MPSIMO HITH
KOCBEHHO OTPEJICICHHOMY WU ofipeiesiieMmomy dhuzudeckoMy uny (cyobekry [1]IH).

Omnepatop - rocy1apCTBEHHBIN OpraH, MyHUITUNAIBHBIA OpPTaH, FOPUINICCKOE HITH
¢u3nUeckoe JIMIO, CaMOCTOSATEIBHO WM COBMECTHO C JIPYTUMHU JIMIIAMH
opraiusytouiie 1 (uiam) ocyuectsistomnue oopadotky I1/1H, a Takke onpenenstonme
nenu oopadotku [1]1H, coctas [1/1H, mopexamux o6paboTke, AeHCTBUS (ONepalun ),
cosepmaemsie ¢ [1/1H.

O6padotka I1/In - mr00oe aeiicTBue (omepaius) WK COBOKYIHOCTh JEHCTBUIA
(omepanumii), coBepIIaeMbIX C HCIIOJIb30BaHUEM CPEJICTB aBTOMATH3allUM WK 0e3
UCIIONIB30BaHUsT Takux cpeiactB ¢ [1/[H, Bkmtouast cOop, 3ammch, CUCTEMATH3AIMIO,
HAKOIUICHWE, XpaHCHUE, YyTOYHeHHE (OOHOBJIICHWE, W3MCHCHHE), W3BJICUCHUE,
UCIIONIb30BaHWe, mepenady  (pacmpocTpaHeHHe, MpPeNOCTaBICHHE,  JOCTYI),
o0e3nnuuBaHue, OJIOKUpOBaHueE, yaajaeHue, yauutoxxenue [1/1n.

ABTOoMatm3upoBanHas oOpaboTka I1/[n - oOpaboTka I1/[H ¢ momompo cpeAcTB
BBIUHUCTUTEIHLHON TEXHUKH.

Pacnipoctpanenue II/Iln - pgelicTBus, HampaBiieHHble Ha packpeitue [1JIH
HEONPEACICHHOMY KPYTY JIHII.
[IpenocraBnenne IIJIlH - pAelcTBHSA, HalpaBieHHblE Ha packpbiTue [I/H

ONPEICICHHOMY JIUIY WIH ONPENEICHHOMY KPYTY JIHLL.
brnoxuposanwue I1/11 - BpemeHnHOe npekparierne oopadorku [1/1H (3a uckmoueHueM
ciy4aeB, eciin o0paboTka Heobxoauma st yrounenust [1/1H).

Yuuuroxenue [1/1H - nerictBus, B pe3yabTaTe KOTOPBIX CTAHOBUTCS HEBO3MOKHBIM
BoccTaHOBUTH coaepxkanue [[Jlu B WCII[IH m (uium) B pe3ysbTare KOTOPBIX
YHHUUTOXKAKTCS MaTepuaibHble Hocutenu 11/1H.

O6eznuuuBanue [IJIlH - geiicTBusi, B pe3yibTaTe KOTOPHIX CTAaHOBUTCS
HEBO3MOXHBIM 0€3 HCIOJIb30BAHMS JIOMOJHUTEIbHON HWHGOPMAIMK OIpPEAeIUTh
npuHaiexxHocTh [0 koHkpeTHOMY cyOBekTy T1J[H.

Nudopmarmonnast cuctema nepcoHanbHbix gaHHBIX (MCIIJIH) - COBOKYITHOCTH
comepkammxcsi B 0a3zax manHbix [IJlH m obOecneunmBarommx WX 00pabOTKy
WH(OPMAITMOHHBIX TEXHOJIOTHI M TEXHUYECKHUX CPEJICTB.

Tpancrpannunas nepegava [1/1x - nepenauva [1/{H Ha TeppUTOPUIO HHOCTPAHHOTO
rocyJapcTBa OpraHy BIJIACTH HHOCTPAHHOIO  TOCYJAapCTBa, HMHOCTPAHHOMY
bu3nUecKOMY JIMILY WM UHOCTPAHHOMY IOPUINYECKOMY JIUILY.
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2. Ha3naueHue U NpaBoBasi OCHOBA JOKYMEHTAa

[lonuTuka TOCYIApCTBEHHOTO  OKOKETHOTO  YUPEXKACHUS  COIUATBLHOTO
oOcnyxkuBanusi Brnaaumupckoil obnactu «BraguMupckuil ICMXOHEBPOIOTHUYECKUI
WHTEpHAT» (J1ajiee MO TEKCTy — YUpPEXKICHHE) OIpejesseT CUCTeMY B3TJIAJIOB Ha
npobiemy  oOecrneuenusi  Oe3omacHoctd [IJl[H  u  mpexacrtaBisier  coOoit
CHUCTEMATU3MPOBAHHOE U3JI0KEHUE LETEN U 3a7a4 3allUThl, KaK OJTHO WJIM HECKOJBKO
MpaBuJl, MPOLEAYpP, TPAKTUUECKUX MPUEMOB U PYKOBOSIINX MPUHIIUIIOB B 00JIaCTH
nH(pOpPMAIIMOHHOM 0€30MaCHOCTH, KOTOPBIMU PYKOBOJCTBYETCS YUpekJIeHUE B CBOSH
NEATENBbHOCTH, a TaKXE€ OCHOBHBIX MPUHIUMIIOB IOCTPOEHUS, OPraHU3AlMOHHBIX,
TEXHOJIOTUYECKHUX U MPOIEAYPHBIX acleKToB obecrnieueHus: 6ezomacHoctu [1J1H.

3akoHOJIaTeNIbHOM OCHOBOM Hactosimend [lonmutuku sBisitoTcs KoHncturyums
Poccuiickot ~ @enepaunu, ['paxkganckuii, YronoBHeli W TpynoBOM  KOHEKCHI,
@epnepanbHblii 3akoH oT 27.07.2006 Ne 152-®3 «O mnepcoHanbHBIX TaHHBIX»,
®enepanbhblii 3ak0H OT 17.07.1999 Ne 178-®3 «O rocyaapCTBEHHOW COUMAIBHON
MOMOIIW», 3aKOHBI, YyKa3bl, IOCTAHOBJIEHMS, JPYrM€ HOPMATHUBHBIE JTOKYMEHTbI
JEUCTBYIOIIETO  3aKoHojarenbcTBa  Poccuiickoit  ®Deneparmuun B o0jactu
NPEOCTABIICHUSI HACEJIICHUIO COLIMAIbHOM MOMOIIH, a TakK ke JoKkyMeHThl ®CTIOK u
®Cb Poccun.

Ucnonb3oBanue npaHHoM I[lonMuTHKKM B KayecTBE OCHOBBI JJI TOCTPOEHMUS
KOMIUIEKCHOM cucTteMbl uH(popMammonHoi ©6e3onmacHoctu [/ Yupexnenus
IIO3BOJINT ONTUMU3UPOBATH 3aTPAThl HA €€ IOCTPOCHUE.

[Ipu paspaborke I[lOMUTHKK YYUTHIBATUCH OCHOBHBIE TPUHIUIBI CO3/aHUSA
KOMIUIEKCHBIX CUCTEM obOecrieueHust 6e30nacHOCTH MHPOPMAIINH, XapaKTEPUCTUKUA U
BO3MOXHOCTH OPraHU3allMOHHO-TEXHUYECKUX METOJ0B U COBPEMEHHBIX aIllapaTHO-
IPOrpaMMHBIX CPEJCTB 3alIUThl W TMPOTHUBOACHCTBUS Yrpo3aMm Oe30MacCHOCTH
uHdOpMaIHH.

OcHoBHbIe TIONIOKEeHUS [lomuTHKKM 0a3upyrOTCS HA KAYECTBEHHOM OCMBICICHUU
BOMPOCOB 0€30MacHOCTU MH(OPMAIIMU U HE 3aTPAruBalOT BOMPOCOB SKOHOMUYECKOTO
(KOIMYECTBEHHOT0) aHaIu3a PUCKOB 1 000CHOBAaHUS HEOOXOIUMBIX 3aTpaT Ha 3aIIUTY
uHOpMaIHH.

3. OcHOBHBIMH 00beKTaMHu cucTeMbl Oe3omacHoctu IIJlH B YupexaeHuu
ABJISAIOTCA:

-uH(OPMAIMOHHBIE PECYPCHI C OTPAaHUYEHHBIM JOCTYTOM, coaepxariue [1/1H;

-nporieccbl  oopabotrku [IJln B UCII[IH VYupexaeHus, wuHOOpPMaIMOHHBIS
TEXHOJIOTUH, PETIAMEHTHI U TPOIEAYphl cOopa, 00pabOTKH, XpaHEHUS U Tepeaadn
uHbopMaIy, TepcoHad pa3paboOTYMKOB H TOJB30BAaTENed CHCTEMBI W €e
00CTy)KUBAIOIINI TIEPCOHAT,

-uHpOpMaIMoHHas HWHQPPACTPYKTypa, BKIIOYAIONIAs CHUCTEMBI 0O0pabOTKH U
aHann3a WHQPOpPMAIUM, TEXHUYECKHE M MPOTPaMMHBIE CpeIcTBa ee 00padoTKwu,
nepefayl U OTOOpa)KeHHsl, B TOM YHCJIE KaHajdbl HHPOPMAIMOHHOTO OOMEHa U
TEIEKOMMYHUKAIIMM, CHUCTEMbl W CpEJCTBA 3allUThl HH(OpMALNK, OOBEKTHI U
MOMEIIEHHUSI, B KOTOPBIX PACHOJIOKEHBI TEXHUYECKUE cpesicTBa oOpadoTku [1/]H.
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4. UHTepecshl 3aTparuBaeMbiX cy0beKTOB HHGOPMAIIMOHHBIX OTHOLICHUH

CyObexkTamu UHPOPMAIMOHHBIX OTHOIIEHUM TIpU obecniedeHun Oe3omacHoctu [1J[H
YupexaeHus ABIAIOTCA:

-yupexieHHe, Kak COOCTBEHHUK MH()OPMALIMOHHBIX PECYPCOB;

-pYKOBOJICTBO M COTPYAHUKU YUpEXKACHUS, B COOTBETCTBUH C BO3JI0KEHHBIMU Ha
HUX (QYHKIUSIMU;

-(puznyeckue auna, Noayyarolue COlalbHbIe YCIYTH B Y UPEXKICHUH.
[lepeuncnennbie CyOBEKTbl HH(DOPMAIMOHHBIX OTHOUIEHUH 3aMHTEPECOBAaHbI B
obecrnedyeHunu:

-CBOEBPEMEHHOTI0 JIOCTyNa K Heo0xoauMbiM UM [1/1H (MX 10CTYymHOCTH);

-IOCTOBEPHOCTH (ITOJIHOTHI, TOYHOCTH, aJ€KBATHOCTH, 1ienocTHOCTH) [1/1H;

-KOH(PUACHIIMATILHOCTH (coxpaHenus B TaitHe) [1/1H;

-3aIMTHI OT HABS3bIBAHUS UM JIOKHBIX (HEJOCTOBEPHBIX, UCKaxeHHbIX) [1/1H;

-pasrpaHUyYeHUss OTBETCTBEHHOCTH 3a HApYyUIEHUS UX NpaB (MHTEPECOB) U
YCTaHOBJIEHHBIX MpaBui oOpatenus ¢ [1/]H;

-BO3MOKHOCTH OCYIIECTBIICHUS HEMPEPBIBHOIO KOHTPOJS 3a Mpoleccamu
o0Opabotku u nepegaun [1/1x;
-3amuThl [IJIH OT HE3aKOHHOTO pacpOCTPAHEHHUS.

4.1. llenn 3a10UTBI

OCHOBHOH 11€JIbI0, HA JOCTH)KEHUE KOTOPOW HAIMPABJIEHBI BCE IMOJOKEHUS
Hacrosited [TonmuTuku, sBiIsIeTCs 3amuTa CyOhEeKTOB HH(POPMAITMOHHBIX OTHOIIICHUN
YupexxaeHus: OT BO3MOXXHOTO HAHECEHHS WM MaTepHaIbHOTO, (HU3NYECKOrOo,
MOPAJIBHOTO WJIM MHOTO yIiep0a, MOCPEJICTBOM CAYyYalHOTO WM MPEIHAMEPEHHOTO
Bo3neiicTBUA Ha [1JIH, nX HOCUTEIH, TTPOIIeCChl OOPAOOTKHU U TIepeIaun.

VYka3zaHHas T1I€Ib JIOCTUTAETCS IOCPEACTBOM OOECTICYeHUSI W IOCTOSIHHOTO
MOJIJIEpKaHUs caenyromux cBoUcTB [1/1H:

-JIOCTYITHOCTH JIS JIETaIbHBIX MMOJb30BaTeel (YyCTOMYMBOTO (YHKIIMOHUPOBAHUS
WH(OOPMAIIMOHHBIX CHUCTEM YUPEXKJEHUS, MPHU KOTOPOM IIOJIH30BATEIIN HMMEIOT
BO3MOXHOCTh TMOJy4eHUs HeoOxoaumbix [IJI[H u pe3ynapTaToB pemieHus 3amad 3a
MIpUEMJIEMOE JIJIsl HUX BpEMSs);

-1IEJIOCTHOCTU M ayTEeHTUYHOCTH (NOoATBepxkAeHue aBTopcTBa) [1/1H, XpaHUMBIX U
o0OpabaTpiBaeMbIX B WH(DOPMAITMOHHBIX CUCTEMAX YUPEKIACHHS U TIEPeIaBacMOi 10
KaHaJIaM CBS3U;

-KOH(UJICHIIMAILHOCTH - COXpaHEHWs B TaifHe ompeneneHHor dvactu [1/1H,
XpaHUMBIX, 00pabaThIBAEMBIX U TIepeIaBa€MbIX 10 KaHaJIaM CBSI3H.

Heo0xoauMplli ypoBeHBb JOCTYITHOCTH, IIEIOCTHOCTH M KOH(HAeHIHansHOCTH [1/1H
00ecreuynBaeTCss COOTBETCTBYIONIMMH MHOXKECTBY 3HAUYMMBIX YIPO3 METOJAaMU |
CpPEACTBAMU.

4.2. OcHOBHBIE 3a1a4H CHCTeMbI o0ecrieueHus oe3zonmacHocTu I1/1n

JI1s TOCTHMIKEHMST OCHOBHOM II€JIM 3aIlMThI U 00ECTeYCHUs YKa3aHHBIX CBOMCTB
IT/In cuctema obecrieueHus HHGOPMAITMOHHOW 0€30MaCHOCTH YUpEeKICHHS JOJKHA
obOecnieunBaTh 3(PPEKTUBHOE PELICHUE CIASAYIONIUX 3a/1ay:



-CBOEBPEMEHHOE BBISIBIICHHE, OIICHKAa W MPOTHO3MPOBAHHME HCTOYHHUKOB YIpO3
nH(POPMAITMOHHOHN 0€30MaCHOCTH, IPUYUH U YCIOBUN, CIOCOOCTBYIONINX HAHECCHHUIO
ymep0a 3auHTepeCOBaHHBIM CyObeKTaM WH(OPMAIIMOHHBIX OTHOIICHU, HAPYIIEHUIO
HOPMAJILHOTO () YHKIIMOHUPOBAHUS WH()OPMAITMOHHBIX CHCTEM Y UPEIKICHHUS,;

-CO37IaHlEe MEXaHHW3Ma OIEPATHBHOIO PEarupoBaHUS HA Yrpo3bl 0€30MacHOCTH
nH(OpPMAITUU ¥ HETaTUBHBIC TCHACHITNH;

-CO37IaHMe YCJIOBUH AJIi MUHAMH3AINH W JIOKAIM3AIMA HAaHOCHMOTO yIepoa
HENPAaBOMEPHBIMU JIEUCTBUSMU (PU3UUYECKUX U IOPUIAMYECKHUX JUI, OCJIa0JIeHHE
HETaTUBHOTO BJIHMSHUS W JIMKBUAALNSA TOCIEICTBUI HapylIeHHss O0e30MacHOCTH
uH(popmaImy;

-3aIIMTy OT BMEMIATEIhCTBA B Mpolecc (QyHKIIMOHUPOBAaHUS WH(POPMAIMOHHBIX
CUCTEM TIOCTOPOHHMX JHI (IOCTYN K WH(POPMAIMOHHBIM pecypcaMm IOJDKHBI UMETh
TOJILKO 3aPETUCTPUPOBAHHBIE B YCTAHOBICHHOM IOPSJIKE ITOJIb30BATENH );

-pa3rpaHUYeHHEe JIOCTyIa IMOJIb30BaTeel K WH(POPMAIMOHHBIM, amlapaTHBIM,
IpOTPaMMHBIM U HHBIM pecypcam Y upeskJeHus (BO3MOKHOCTh IOCTYIIA TOJIBKO K TEM
pecypcaM W BBITIOJTHEHHSI TOJIBKO TEX OMNEpanuii ¢ HUMH, KOTOpPhIE HEOOXOIUMBI
KOHKPETHBIM TTOJTH30BATEIISIM IS BHITIOJTHEHUSI CBOUX CITY)KEOHBIX 00513aHHOCTEH ), TO
€CTh 3aIIUTy OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

-obecrieyeHre  ayTeHTU(UKAIMKA  TOJB30BaTele,  y4aCTBYIOIIMX B
MHPOPMAITMOHHOM OOMEHe (MMOATBEP)KJICHUE TMOJIMHHOCTH  OTIPABUTENST U
noJry4yaTesnst uH(opMaIiim);

-3alIUTY OT HECAHKIMOHHWPOBAaHHOM MOAM(PUKALUU HCHOIB3YEMBIX B
MH(GOPMAIIMOHHBIX CUCTEMax YUpeKJIeHUs MPOTrPaMMHBIX CPEJICTB, a TAKKe 3allUTy
CUCTEMBI OT BHEJIPEHHUSI HECAHKIIMOHUPOBAHHBIX MPOrPaMM, BKIIIOUAsi KOMITbIOTEPHbBIE
BUPYCHI;

-3aIIUTY UHPOPMALIMU OTPAHUUYECHHOTO IMOJIb30BAHUS OT YTEUKH M0 TEXHUYECKUM
KaHajaM IpH ee 00padoTKe, XpaHEHUH U Tiepeiaye 1o KaHallaM CBSI3U.

4.3. OcHOBHBIE IIYTH pPelIeHHUs 32124 CUCTEMbI 3a1UThI

[TocTaBneHHbIE OCHOBHBIE LIEJIH 3aIUTHI U PEIICHUE IEPEUUCICHHBIX BBIIIE 337124
JTOCTUTAOTCS

-CTPOTUM yU€TOM BCEX MOJUICIKAIUX 3AIIUTE PECYPCOB HHMOPMAITMOHHBIX CUCTEM
Yupexaenuss (mHbopmammy, 3amad, JIOKYMEHTOB, KaHAJOB CBSI3U, CEPBEPOB,
aBTOMATU3WPOBAHHBIX PAOOYNX MECT);

-)KypHUIMPOBAHUEM JECHCTBUN NEpPCOHANa, OCYIIECTBISIIOIIETO OOCIYKUBAaHUE U
MOAU(PUKAIIIO TPOTPAMMHBIX W TEXHUYECKUX CPEJICTB NH(POPMAITMOHHBIX CUCTEM;

-IOJTHOTOM, PeadbHON BBIMOJHUMOCTBIO U HEMPOTUBOPEYMBOCTHIO TpeOOBAHUI
OpraHU3alMOHHO-PACTIOPSAUTENBHBIX JTOKYMEHTOB YUpEKIEHUS IO BOMpPOCaM
oOecrieueHust 6€30MacHOCTH HHPOPMAIINH;

-MIOJIFOTOBKOM  JTOJDKHOCTHBIX  JIMI]  (COTPYAHUKOB), OTBETCTBEHHBIX 3a
OpraHM3alyI0 U OCYIIECTBICHUE MPAKTUYECKUX MEPONPUSTUA MO O0O0ECIEeUECHUIO
6e3onacuoctu [1/IH 1 nponeccoB ux 00padOTKH;

-HaJICJICHHUEM KaXKJI0r0 COTPYIHUKA (IT0JIb30BATEIIs) MUHUMAJIbHO HEOOXO0JUMbIMHU
JUISL BBIMIOJIHEHUSI UM CBOUX (PYHKIIMOHAJIbHBIX OOSI3aHHOCTEM MOJHOMOYHUSIMU TIO
JOCTYIy K MH(GOPMALIMOHHBIM pecypcam Y UpeskICHHUS;



-YeTKUM 3HAHMEM U CTPOTMM COOJIIOICHMEM BCEMH I0Jb30BaTEISIMU
MH(OOPMAIIMOHHBIX ~ CUCTEM  YUpexXJeHuss  TpeOOBaHM  OpPraHU3alMOHHO-
pacropsiAuTENbHBIX  JIOKYMEHTOB IO BOMpocaM oO0ecreueHus: Oe30MacHOCTH
uH(popMaImy;

-[IEPCOHAJIBHON OTBETCTBEHHOCTBHIO 32 CBOU JIEHUCTBUSA Ka)XJOrO0 COTPYIHHKA, B
paMKax CBOMX (PYHKUMOHAJIbHBIX  OOS3aHHOCTEM  HMMEIOLIEro  JIOCTYN K
MH(OPMAIMOHHBIM pecypcaM Y UpesKIeHus;

-HETIPEPBIBHBIM  MOJAEP)KAaHUEM HEOOXOJUMOTO YPOBHS  3alllMIEHHOCTH
AJIEMEHTOB UH()OPMALIMOHHON Cpebl;

-pUMEHEHNnEM (PU3UYECKUX U TEXHUYECKHUX (MPOrpaMMHO-aINapaTHbIX) CPEACTB
3alUThl PECYPCOB CHUCTEMbI M HENPEPHIBHOM aJMUHUCTPATUBHOW MOJJEPKKOU HMX
UCIIOJIb30BaHUS;

-3Qp(EeKTUBHBIM  KOHTPOJIEM  Haja  COOJIOJIEHUEM  [OJIh30BaTEIISIMU
UH(POPMAIIMOHHBIX ~ pecypcoB TpeOoBaHMI Mo obOecrnedeHH0 0€30MacHOCTH
uH(pOopMaINH;

-IOPUJINYECKON 3allUTOH MHTEPECOB YUPEKIEHUS NPU B3aUMOJIECUCTBUU C
BHEITHUMHU OpraHu3anusaMu (cBsizanHoM ¢ oOMeHoMm IIJ[H) oT mpoTHBOMpaBHBIX
JEHUCTBUM, KaK CO CTOPOHBI 3TUX OpraHU3alMi, TaK U OT HECAaHKIMOHWPOBAHHBIX
JEHUCTBUM 00CTY>KMBAIOIIETO TIEpCOHaNa U TPEThUX JIUII.

5. ITocTpoenne cucrembl, obecnevyenusi dezonacHoctu I/{n Yupexnaenusi, u ee
(pyHKIHOHMpOBaHUE JOKHBI OCYLIECTBJIATHCH B COOTBETCTBUU CO CJEAYIOIIMMHU
OCHOBHBIMM NPUHIMIIAMM:

5.1. 3akoHHOCTH

[Ipenmonaraer ocyiiecTBICHUE 3alUTHBIX MEPONPUATUNA U Pa3pabOTKy CHUCTEMBI
oezonmacHoct  [IJlH  VYupexxaeHus B COOTBETCTBUM € JEHCTBYIOIIUM
3aKOHOJATENBCTBOM B oOjacTu 3amuthl [1J[H, a Takke APyrux 3aKOHOIATEIHHBIX
akToB 1o Oe3zomacHocTH uH(opmaiuu P®, ¢ mpuMeHeHHEeM BCeX J103BOJECHHBIX
METOJOB OOHApYyXEHUS M TIpecedeHUs MpaBoHapylieHui npu padore c¢ [1/H.
[Ipunsarsie mepwsl Oe3omacHoctr [IJIH He JOJKHBI MPENSITCTBOBATH JOCTYIY
[IPAaBOOXPAHUTENBHBIX OPTaHOB B MPEAYCMOTPEHHBIX 3aKOHOIATEIILCTBOM CIIy4asiX.

Bcee nonwpzoBatenu UCIIIH 1omKHB UMETh NpecTaBiIeHUE 00 OTBETCTBEHHOCTHU
3a mpaBoHapyIIieHus: B obmactu oopadotku [1]]H.

5.2. CHCTeMHOCTH

CucteMHBIE TIOAXOM K TIOCTPOCHHIO CHCTEMBI 3alluThl HHPOpMANUUA B
VYupexeHun npeanojaraeT yuyeT BCeX B3aUMOCBSI3aHHBIX, B3aUMOJCHCTBYIONIUX U
M3MEHSIONIMXCSI BO BPEMEHHM JJIEMEHTOB, YCJIOBHH U (DAKTOPOB, 3HAYUMBIX JIS
MOHUMAaHUS U peieHus npooiaembl odecneuenns 6e3omacuoctu [1/1H.

[Ipu co3nanun cUCTEMBI 3alIUTHI TOKHBI YUUTHIBATHCA BCE clladble M HamboJliee
ysi3BuMble Mecta MCIIJIH, a Takxke XxapakTep, BOZMOKHbIE O0OBbEKThI M HalpaBICHUS
aTak Ha HEEe CO CTOPOHBI HapyuuTenel (0COOEHHO BBICOKOKBATU(UIIMPOBAHHBIX
3JI0YMBIILICHHUKOB).



CucrteMa 3anuThl T0JDKHA CTPOUTHCS ¢ YIETOM HE TOJIBKO BCEX M3BECTHBIX KAHAJIOB
MIPOHUKHOBEHUS M HECAHKITMOHUPOBAHHOTO JOCTyNa K HHPOPMAaIUU, HO U C YIETOM
BO3MOXXHOCTH TIOSBJICHHSI TPHHIMIIHAIBHO HOBBIX IyTEH peanm3alud yrpo3
0e30IMacHOCTH.

5.3. KOMILIEKCHOCTH

KommiekcHoe ncmnoib30BaHNE METO/IOB U CPEJICTB 3aIIUThl KOMITBIOTEPHBIX CUCTEM
MPEANnoaraeT corjacoBaHHOE MPUMEHEHHE PAa3HOPOJHBIX CPEACTB MPU MOCTPOECHUU
LETOCTHOM CHUCTEMBI 3alUThI, TMEPEKPHIBAIONICH BCE CYIIECTBEHHbIE (3HAUYUMBIC)
KaHaJIbl peaju3allii YIpo3 U He coJepKallel cIadbiXx MECT Ha CThIKaX OTIENbHBIX €€
KOMIIOHEHTOB. 3alllUTa JOJKHA CTPOUTHCSA DIICIOHUPOBAHO. BHemmHss 3amura
JOJDKHA ~ 00ecreynBaThCsl  (PUBMYECKUMH  CPEJICTBAMH, OPraHU3AIMOHHBIMH U
IPaBOBBIMU MEPAMU.

5.4. HenpepbIBHOCTH 321U THI

O6ecrnieuenue Oe3omacHocTH [IJIH - mporiecc, OCyIECTBISEMBbI PYKOBOJICTBOM
YupexxaeHus, OTBETCTBEHHBIMH 3a OpraHu3aiuio oopadotku [1/IH U coTpyaHUKaMH
BCEX YpOBHEH. DTO HE TOJBKO U HE CTOJIBKO MPOIEAypa WM TOJUTHUKA, KOTOpas
OCYIIECTBIISICTCS B OIpPECICHHBIN OTPE30K BPEMEHH I COBOKYITHOCTH CPEJCTB
3aIllUThI, CKOJBKO IMPOIECC, KOTOPBHIN TOJKEH IMOCTOSIHHO WATH Ha BCEX YPOBHAX
BHYTpU YUPEXKACHUS W KaXKAbIA COTPYIHUK JOJDKEH MPUHUMATH Y4acTHE B 3TOM
nporecce. JlesaTenbHOCTh MO  oOecnedeHur0 HHQPOPMAIMOHHON 0e30MacHOCTH
ABJIIETCSI COCTaBHOM YacTbhO TOBCEIHEBHOW JAESATENbHOCTH YupexneHnus. U ee
3G ()EKTUBHOCTh 3aBUCUT OT YYAaCTHsl PYKOBOJCTBA YUpexAeHUs B OOecrneueHuu
uHdopManronHou 6e3omacHocTH [1/1H.

Kpome Toro, 60ABIIMHCTBY (PU3NYECKUX W TEXHUUYECKUX CPEIICTB 3AIUTHI IS
3 PEKTUBHOTO  BBIMOJHEHHMs  CBOMX  (yHKIUHA  HeoOXoaWMma  IOCTOSTHHAS
OpraHu3alMoHHasl (aAMUHUCTpPATUBHAsI) TOAJACPXKAa (CBOEBpEMEHHasi CMEHa |
o0OecrieueHUE TMPABWIBHOTO  XpaHEHUWs W NPUMEHEHHUS  HMMEH, MapoJiei,
nepeornpeaesieHne MoTHOMOYnH U T.11.). [lepepbiBbl B paboTe CpeacTB 3alIUThl MOTYT
OBITH WCITOJIH30BaHBI 3JI0YMBINIJICHHUKAMH I aHAJM3a MPUMEHSIEMBIX METOJOB U
CPEIICTB 3alllUThI, [JIi BHEAPEHHUS CIENUAIbHBIX MPOrPAMMHBIX M allapaTHBIX
"3aksaioK" ¥ APYTUX CPENICTB MPEOOJICHHUS 3AIUTHI.

5.5. CBOECBpPEeMEHHOCTD

[Ipeanonaraer ynpexaaroniuii xapaktep Mmep oobecnedenust oezonacuoctu [1/1H, To
€CTh IMIOCTAHOBKY 3aJad 10 KoMIuIeKCHOM 3amure [IJlH m peanuzamuro mep
obecrieuenus 6ezonacHoctu [1/[H Ha paHHNX cTaaMsIX pazpaboTku HHPOPMAITMOHHBIX
CHUCTEM B II€JIOM M UX CUCTEM 3allUThI, B YACTHOCTH.

Pa3paboTka cucTeMbl 3alIUTHl JOJKHA BECTUCHh MapalijieIbHO C pa3pabOTKON u
Pa3BUTHEM CaMUX 3allUIIAEMbIX UH(OOPMAIMOHHBIX CUCTEM. DTO MO3BOJUT y4YECTh
TpeOoBaHus 0€30MaCHOCTH IIPU MIPOCKTUPOBAHUU APXUTEKTYPHI U, B KOHEUHOM CYETE,
co3nath Oosiee 3 PekThBHBIE (KaK IO 3aTparaM PEeCcypcoB, TaK M MO CTOMKOCTH)
CUCTEMBbI, 00JIaJIal0IINE JOCTATOYHBIM YPOBHEM 3aIlUILIEHHOCTH.



5.6. [IpeeMCTBEHHOCTH U COBEPIICHCTBOBAHNE

IIpenmnonaraer MOCTOSHHOE COBEPLICHCTBOBAHUE MEp U cpeACTB 3amuThl [1/1H Ha
OCHOBE IPEEMCTBEHHOCTH OPraHU3aLMOHHBIX U TEXHUYECKUX PELICHUM, KaIpOBOIO
COCTaBa, aHaiu3a (PYHKIMOHUPOBAHUS MH(POPMALMOHHBIX CHUCTEM YUpEKICHUS U
CHUCTEMbl MX 3allUTBl C Y4€TOM HU3MEHEHUM B METOJAax M CpElICTBaxX Iepexsara
uH(pOopMaIi, HOPMATUBHBIX TPEOOBAHUM 1O 3aIUTE, TOCTUTHYTOTO OTEYECTBEHHOTO
1 3apyO0eHOTr0 OMbITa B 3TON 00J1aCTH.

5.7. PazymMHasi 10CTATOYHOCTH (IKOHOMHYECKAS 11eJ1eCO00PaA3HOCTD)

[Ipennonaraetr cOOTBETCTBUE YPOBHs 3aTpaT Ha obecrneuenue 6ezonacuoctu [1/[xH
[ICHHOCTH HWH(OPMAIIMOHHBIX PECYpPCOB M BEIUYHMHE BO3MOXKHOTO yiiepOa OT HX
pasrianieHus, yTpaThl, YTeUKH, YHUITOKECHHS U UCKaxeHus. Mcmonp3yembpie Mepsl U
cpenctBa oOecrieyeHus 0€30MacCHOCTH WH(OPMAIMOHHBIX PECYPCOB HE JIOJKHBI
3aMETHO YXY/IIaTh PTOHOMHYECKHE MoKaszarenn paboTel kommoneHTtoB MCII/IH
Yupexxnenusi.  M3numHne Mepsl  0€30MAaCHOCTH, TOMHUMO  SKOHOMHYECKOH
Hed(PPEKTUBHOCTH, IPUBOIAT K YTOMIICHUIO U Pa3IpakCHHUIO MEPCOHAIA.

Co3nath aOCOJIOTHO HEMPEOJOIMMYI0 CHCTEMY 3alllUThl TPHUHIUITHAIBHO
HeBo3MOXHO. [loka IIJ[H HaxomsTcs B OOpalleHWH, NPUHUMAEMbIE MEpPhl MOTYT
TOJBKO CHU3UTH BEPOSATHOCTh HETATUBHBIX BO3JCHCTBHH WIIM yIIepd OT HUX, HO HE
UCKJIIOYUTh HMX MOJHOCTHIO. IlpyM noCTaTOYHOM KOMMYECTBE BPEMEHU U CPEICTB
BO3MOXKHO MPEOIoNIeTh J00yro 3ammuty. [loaToMy HMMeeT CMBICI paccMaTpuBaTh
HEKOTOPBIN pUEMIIEMBIT YPOBEHb obecrieueHus 0e30macHOCTH.
BeicokoaddexTrBHas cucremMa 3amuUTBl CTOMT JOPOTo, HCIOIB3YyeT Hpu padore
CYIIECTBEHHYIO YacCTh PECyYpCOB U MOXKET CO37aBaTh OLIYyTUMbIE JOMOJHHUTEIbHbIE
Heymo0cTBa Mob30BaTeNsIM. BaskHO paBUIIBHO BBIOPATh TOT JOCTATOYHBIH YPOBEHB
3aIMTHI, TIPH KOTOPOM 3aTpaThl, PUCK M pa3Mep BO3MOXKHOIO yiiepOa ObLIH OBl
HPUEMIIEMBIMHU.

5.8. IlepconajibHAs OTBETCTBEHHOCTH

[Ipenmonaraet BO3710KeHNE OTBETCTBEHHOCTH 3a oOecnieuenne 6ezonacuoctu [1/1x
U CHUCTeMBbI X 00pa0OTKU Ha KaXKJIOTO COTPYJHUKA B MpEJeNax ero mojiHomouyuii. B
COOTBETCTBHH C 3TUM MPUHITUIIOM pacTpe/ieeHIE TPaB U 0053aHHOCTEN COTPYTHHUKOB
CTPOUTCS TAKMUM 00pa3oM, 4TOOBI B CITydae JJF000T0 HapyIIeHUsI KPYT BUHOBHUKOB OBLIT
YETKO M3BECTEH WJIM CBEACH K MUHUMYMY.

5.9. MunuMu3anus MoJTHOMOY M

O3HauaeTr MpenoCTaBICHUE IOJb30BATEISIM MHUHUMAIBHBIX TpaB J0CTyna B
COOTBETCTBHHM CO CHOykeOHOW HeoOxomumocthio. Jloctynm k IIJIlH momxeH
MPEIOCTABIATHCS TOJIBKO B TOM ClIydae U 00beMe, €CIIM 3TO HE0OXO0IUMO COTPYIHUKY
JUTSL BEITIOJTHEHHS €0 JOKHOCTHBIX 00SI3aHHOCTEH.

5.10. Ucknwvenne KOHGPJIMKTA MHTEpPecoB (pa3aeieHue GyHKIUIA)



O¢ddextuBHas cucrema obecnedeHUss UHGOPMAIMOHHONW  0€30MaCHOCTH
npezrnonaraeT 4eTkoe paszelieHHe OOS3aHHOCTEH COTPYIHUKOB M MCKIIOYECHHE
CUTyaluii, kKorga cdepa OTBETCTBEHHOCTH COTPYAHHMKOB JOMYCKAeT KOH(IUKT
uTepecoB. Cdepbl  MOTEHIUANBHBIX  KOH(JIUKTOB  JTOJKHBI  BBISBIATHCS,
MUHUMHU3UPOBATHCA, M HAaXOAUTCA TOJ CTPOTUM HE3aBUCHUMBIM KOHTPOJIEM.
Peanuzanust 1aHHOTO MPHWHIKIIA MPEINONIAraeT, YTo HE OAUH COTPYIHUK HE JOJDKEH
UMETh TIOJTHOMOYHA, MO3BOJIAIONIMX €My E€IMHOJUYHO OCYIIECTBIATH BBIOIHEHUE
KPUTHYHBIX omnepanuid. Hanenenne coTpyAHMKOB MOTHOMOYHSMH, TTOPOKIAIOIIUMHU
KOH(JIMKT HMHTEPECOB, TAET €My BO3MOXKHOCTH IOATACOBBIBATH HH(OPMAIHIO B
KOPBICTHBIX IENSX WM C TeM, YTOOBI CKPBITH MPOOJIEMbI MM TIOHECEHHBIE YOBITKH.
Jnist cHYDKEHUsT pucka MaHumyaupoBanus [1J{H v pucka XumieHns, TaKue mOJTHOMOYHS
JOJDKHBI B MAKCHMAJIbHO BO3MOYKHOM CTEIEHU OBITh pa3fesieHbl MEXy pPa3TuIHBIMU
COTPYOHUKAMHU WIJIM TOApa3felieHus MU YupexaeHus. HeobxomuMo mpoBOIUTH
NePUOIUYECKUE MTPOBEPKHU O0S3aHHOCTEH, (PYHKIMA M ACSITEIbHOCTH COTPYIHHUKOB,
BBITTOJIHAIOIINX KITFOUEBbIE (YHKIIMH, C TeM, YTOOBl OHU HE HWMEJIH BO3MOXKHOCTHU
CKpBIBaTh COBEpPIICHHE HEMPaBOMEPHBIX JelcTBui. Kpome Toro, HeoOX0oauMo
NPUHUMATH CTICIIHAIbHBIC MEPHI TI0 HEAOIMYIIEHUIO CTOBOPA MEXKTY COTPYAHUKAMH.

5.11. BzaumoaeiicTBHe M COTPYIHUYECTBO

[Ipennonaraer co3nanue O6JaronpusaTHON aTMoc(ephbl B KOJUICKTUBE Y UPEkKICHUS.
B Takoit o6cTaHOBKE COTPYIHMKHU JOJKHBI OCO3HAHHO COONIOAATh YCTAHOBJIEHHBIE
IpaBUJIa U OKa3bIBaTh COACHCTBUE NEITELHOCTH OTBETCTBEHHOTO 32 00padoTKy I1/1H.

Baxxubim anemenToM 3¢ pexkTuBHON cucteMbl odecriedyeHus: 6ezonacHoctu [1/IH B
VYupexxaeHun sBISETCS BBICOKas KyJbTypa padoTsl ¢ uHpopmarumei. PykoBoacTBo
VYupexaeHus: HeceT OTBETCTBEHHOCTh 3a CTPOTO€ COOIIOACHUE ITHYECKUX HOPM U
CTaH/IapTOB npodecCuoHaNbHON NeSITeTHbHOCTH, MO TYEPKUBAIOIICH u
JEMOHCTPUPYIOIIEH MepcoHalTy Ha BCEX YPOBHAX BaXHOCTh oOecreueHus
nH()OpMaIIMOHHONW Oe30macHOCTH YupexaeHus. Bce corpyaHukn YupekaeHus
JOJKHBI TIOHMMAaTh CBOIO pOJIb B TIpolecce oOecredeHus: HH(PpOpMarmOHHON
0e30MacHOCTH ¥ MPUHUMATD y4acTHe B 3TOM mpoiecce. HecMoTpst Ha To, 4TO BhICOKAst
KyJIbTypa oOecrnieueHuss WHGOPMAIIMOHHONW O€30MacHOCTH HE TapaHTUPYeT
aBTOMATHUYECKOTO JJOCTHKEHUS TIEJIeH, €€ OTCYTCTBHE CO37aeT OO0JIbIIE BO3MOKHOCTEH
JUTSL HapyIIeHust 0€30MacHOCTH WM He 00HapyKeHHs (aKTOB €€ HapyIIeHUSI.

5.12. ’'ndKOCTHh CHCTEMBbI 3N ThHI

Cuctema obecrieueHus] HHPOPMAITMOHHON 0€30MacHOCTH JIOJDKHA OBITh CIIOCOOHA
pearupoBaTh Ha HW3MEHEHHsS BHEIIHEW Cpeabl W YCIOBUH  OCYIIECTBICHUS
YupexaeHneM CBOeH AeATEIbHOCTH. B 4nCI0 TaKuX M3MEHEHUN BXOISAT:

-U3MEHEHHS OPTAHU3ALUMOHHON U IITATHOU CTPYKTYPBI Y UpPEKICHUS;

-U3MEHEHHME CYIICCTBYIOIIUX WM BHEJAPEHHE NPUHIMUIHAIBHO HOBBIX
MH(POPMAIIMOHHBIX CUCTEM;

-HOBBIC TEXHUYECKHUE CPECTBA.

CBOHMCTBO THOKOCTH CHCTEMBbI oOecriedeHuss WHGOPMAIIMOHHONW O€30MacHOCTH
M30aBIIICT B TAKUX CUTYALMSAX OT HEOOXOJAUMOCTH MPUHATUS KapAUHAIBHBIX MEp T10



MOJHOM 3aMEHE CpeaACTB U MCTOAOB 3allWMTbl HA HOBBLIC, YTO CHHIKACT €C O6H_IYIO
CTOUMOCTS.

5.13. OTKPBITOCTH AJTOPUTMOB U MEXAHU3MOB 3AIIUTHI

CyTb npUHIMIIA OTKPHITOCTH AJITOPUTMOB U MEXAHU3MOB 3aIUThI COCTOUT B TOM,
4TO 3aIMTa HE JI0JKHA 00ECIIEUnBATHCS TOJBKO 3@ CUET CEKPETHOCTH CTPYKTYPHOH
OpraHu3alyy U alrOpUTMOB (PYHKIIMOHUPOBAHUS €€ MOJCUCTEM. 3HAHUE AJITOPUTMOB
paboThl CUCTEMBI 3alMTHI HE JOHKHO JaBaTh BOZMOXHOCTH €€ MPEeoAoJeHUs (Haxe
aBTOpam). JTO, OAHAKO, HE O3HAYAET, YTO HHPOpMALUsI 00 UCTIOIb3YyEMbIX CHCTEMAX
U MEXaHM3Max 3alIUThl JOJKHA ObITh 00IEOCTYITHA.

5.14. IlpocToTa NpUMEHEHUS CPEACTB 3aAIIUTHI

MexaHu3MBbI U METOJIbI 3AITUThI JOJIKHBI ObITh MHTYUTUBHO TIOHSTHBI U TIPOCTHI B
UCIOJIb30BaHUU. [[puMeHeHne CpeICTB U METOJIOB 3alIUTHI HE JJOJDKHO OBITh CBSI3aHO
CO 3HAHUEM CICIMAJIbHBIX SI3bIKOB WJIM C BBHITIOJIHCHUEM JICHCTBUN, TpeOyrOmmX
3HAYMTENIPHBIX  JIOTIOJHUTEIBHBIX  TpyjAo3aTpaT  MNpu  OObIYHOM  pabote
3aperucTpUPOBAHHBIX IMOJIb30BATENCH, a TakkKe He JIOJDKHO TpeboBaTh OT
MOJIb30BATENS BBITIOJTHEHUSI PYTUHHBIX MAJIOMOHSITHBIX €My ONl€palnii.

5.15. O00CHOBAHHOCTH U TEXHHUYECKAS Peain3yeMoCTh

NudopmarimonHble TEXHOJIOTHHM, TEXHUYECKHE U MPOTrpaMMHBIE CPEJICTBa,
cpenctBa U Mepbl 3auThl [I[H 10KHBI OBITH peain30BaHbl HA COBPEMEHHOM YPOBHE
pPa3BUTHs HAYKH W TEXHUKH, OOOCHOBAHBI C TOYKH 3PEHHS TOCTHXKEHMS 3aJaHHOTO
ypOBHs 0€30MacCHOCTH MH(POPMAITUU U SKOHOMHYECKOH 11e71eCO00pa3HOCTH, a TaKKe
JIOJIKHBI COOTBETCTBOBATH YCTAHOBIEHHBIM HOPMaM M TpeOOBaHUSM O O€301aCHOCTH
[T]1n.

5.16. Cneunanu3zanus u npogeccuoHaIN3M

[Ipenmonaraer mpuBiedeHNE K pa3pabOTKe CPEICTB M peaTn3allid Mep 3allUThl
[IJlHn  crmenuanu3UpPOBAHHBIX  OpraHW3alui, Haubojee MOATOTOBICHHBIX K
KOHKPETHOMY BUJTY JACSTEIBHOCTH M0 00€CTIeUeHUI0 6€301acHOCTH HHPOPMAITMOHHBIX
PECYPCOB, UMEIOITUX OMBIT MPAKTUUECKONU PabOThI M TOCYaPCTBEHHYIO JIMIICH3UIO HA
MpaBO OKa3aHUs YCIYr B ATOW obOnactu. Peanmzanms aiMUHHCTPATUBHBIX MEp U
OKCIUTyaTalusi CPEACTB 3alIUTHl JIOJDKHA OCYIIECTBISATHCS MPOdeCcCHOHATBHO
MOATOTOBJICHHBIMU CHEUUATUCTAMH Y UPEKICHUSI (OTBETCTBEHHBIX 32 OpPraHU3AIUIO

obopabotku [1/]H).
5.17. Ob6s13aTEILHOCTH KOHTPOJIS

[Ipeanonaraer o0s3aT€TLHOCTh U CBOEBPEMEHHOCTbH BBISIBICHUSI U IPECCUCHUS
MONBITOK HAPYIIEHUSI YCTAHOBJIEHHBIX MpaBui, ooecnieuenust 6e3omnacHoctu [1/1H, Ha
OCHOBE HCHOJIb3YEMBIX CHCTEM U CpeAcTB 3amuThl [1/[H, nmpu coBeplIeHCTBOBAaHUU
KPUTEPUEB U METOJ0B OLIEHKU 3(PHEKTUBHOCTU ITUX CUCTEM U CPEJICTB.



KOHTpOb 32 A€STENBHOCTHIO JTF0O0T0 MOJIb30BATENS, KaXKI0I'0 CPEJICTBA 3AILUTHI U
B OTHOLIEHUHU JHOOOro OOBEKTa 3alllUThl JOJDKEH OCYILIECTBIATHCS Ha OCHOBE
IIPUMEHEHHUS CPEACTB ONEPATUBHOIO KOHTPOJISL U PETUCTPALMHU U JOJKEH OXBaThIBaTh
KaK HECAaHKLIMOHUPOBAHHBIC, TAK U CAHKLIMOHUPOBAHHBIC IEUCTBUS IIOJIb30BATEIICH.

Kpome Toro, »sddextuBHas cucrema oOecrnedeHus: HHPOPMAIIMOHHOM
Oe3omacHOCTH TpeOyeT HaauuMsl aJeKBaTHOM M BCEOOBEMIIIOIIEH HH(pOpMalUUd O
TEKYIIEM COCTOSIHUU MPOIIECCOB, CBA3AHHBIX C ABMKEHUEM MH(OPMAIMU U CBEJICHUN
O COOJIIOIEHWHM  YCTAHOBJEHHBIX  HOPMATHUBHBIX  TpeOOBaHUM, a  TaKxKe
JOTIOJTHUTENIbHOM WH(GOpMAIUU, HMEIOUIEH OTHOIIEHHE K NPHUHITHIO PEIICHUN.
Wudopmarust gomkHa ObITh HaJEKHOM, CBOEBPEMEHHOM, NOCTYIHON M MPaBUIBHO
0(OpMIICHHOM.

Henocratku cucrembl  oOecriedeHuss UHGOPMAIMOHHONM  0€30MacHOCTH,
BBISIBIICHHBIE COTPYAHUKAMM YUPEXKACHUS JOJDKHBI HEMEIJIEHHO JOBOIMUTBHCS 10
CBEJICHUs PYKOBOAUTENS YUpPEKICHUS U OIEPAaTUBHO YCTPaHAThCI. Borpocsl,
KOTOPBIE KAXKYTCsl HE3HAUUTEIIBHBIMU, KOT 1A OTAEIIbHBIE ITPOLECCHl PACCMATPUBAKOTCS
U30JIMPOBAHHO, IPU PACCMOTPEHUHN UX HAPSAY C IPYTMMHU aCIEKTaMU MOTYT yKa3aTh
Ha OTpHULIATEIbHBIC TEHACHIIUH, IPO3AIIMUE IEPEPACTU B KPYIIHbIE HEJOCTATKU, €CIIU
OHM HE OyIyT CBOEBPEMEHHO YCTPAHEHBHI.

6. Mepbl obecnieueHusi HHPOPMAIMOHHON 0€30MACHOCTH
Bce meprt o6ecnieuenns 6e3onacHoctu UCII/IH YupexxaeHus noapasaensiroTes Ha:
6.1. 3akoHoaaTe/IbHBIE (PABOBbIE) MEPbI 3AIIUTHI

K nmpaBoBbIM MepaMm 3allIUThl OTHOCSTCS IEMCTBYIOLIME B CTPAHE 3aKOHBI, YKa3bl U
HOpPMAaTUBHBIE aKThl, periiaMeHTupylomme mnpasmia oOpamenus ¢ [1/IH,
3aKpeTUIAIONINE MTpaBa U 00S3aHHOCTH YYACTHUKOB MH(OPMAIIMOHHBIX OTHOIICHUH B
nporecce WX 00pabOTKM Y HWCMONB30BAaHUSA, a TaKKe YCTaHABIMBAIOIINE
OTBETCTBEHHOCTh 3a HapylIeHUs 3TUX mpaBui. [IpaBoBble Mephl 3alllUTHl HOCAT B
OCHOBHOM YIIPEXIAIOIMINKN, MPOPUIAKTUISCKHN XapaKTep W TpeOyIOT MOCTOSHHOU
Pa3bACHUTEIHLHON pPabOTHl C TOJB30BATEISIMH U OOCTY>KUBAIOIIMM TEPCOHAIOM
NCIIOn Yupexaenus.

6.2. MopaabHO-3THYECKHE MePbI 3alIIUThI

K MopanbHO-3THUYECKMM MepaM OTHOCSTCS HOPMBI IOBEIEHHUS, KOTOpHIE
TPAAUIMOHHO CJIOXKWUJIMCh WM CKJIAJbIBAIOTCS IO MEpe PpacHpOCTpaHEHUs
WH(OPMAITMOHHBIX TEXHOJOTHH B OOIIECTBE. OJTH HOPMBI OOJBINEH YacThi0 HE
SBJISIIOTCS 00513aTEIbHBIMU, KaK 3aKOHOJIATEJIbHO YTBEPAKACHHbIE HOPMATUBHBIE aKThI,
OJIHAKO, WX HECOOJIIOACHUE MOXET MPUBECTU K MAJACHUIO aBTOPUTETA, MPECTUKA
YeJIOBEeKa, TPYMHIbI JIUI UKW YUpexkIeHUs B 1eJoM. MopalbHO-3TUYECKUE HOPMBI
OBIBAIOT KAaK HEMUCaHbIC, TaK U MUCAHBIC, TO €CTh O()OPMIICHHBIE B HEKOTOPBIN CBOJ
(yctaB) mpaBuil WM npeanucanuii. MopaabHO-3TUYECKUE MEPhI 3alUThI SBIISIIOTCS
NpOPUIAKTUYECKUMH U TPEOYIOT MOCTOSIHHOW paboThl MO CO3JaHUI0 30POBOIO
MOpPaJIbHOTO KJIMMAaTa B KOJUIEKTHUBE.



6.3. TexHosoruueckue Mepsbl 3alIUTHI

K nanHoMy Buy Mep 3alIUThl OTHOCSITCS PA3HOTO pOja TEXHOJIOTUYECKUE PELICHUS
U TpHUEMbl, OCHOBAaHHbIE Ha MCIOJb30BAHUM HEKOTOPBIX BHUIOB H30BITOYHOCTU
(cTpykTypHOH, (YHKUMOHANBHOM, HMHMOPMALMOHHOM, BpPEMEHHOW U T.I.) U
HaIpaBJICHHbIE HA YMEHBIIEHHE BO3MOKHOCTH COBEpPUIEHUSI COTPYIAHUKAMHU OLINOOK
Y HapyLIeHUH B paMKax MpPelOCTaBICHHBIX UM IIPAB U MOJTHOMOYMH.

6.4. Oprann3zanuoHHble (A/AMUHUCTPATUBHBIE) MePbI 3AIIUTHI

Opranuzanonsuble  (aAMUHUCTPATUBHBIE) MEpbl 3alIUTBl - 3TO MEPbI
OpraHU3alMOHHOTO XapaKTepa, periiaMeHTUPYIOIIHe Mpouecchl (YHKIHOHUPOBAHUS
cucreMbl  o0pabotku IIJ[H, wucnogp30BaHME €€ PECYpCOB, JIE€ATEIbHOCTH
00CITy’KMBAIOIIEr0 NEPCOHAa, a TAK)KE MOPAJOK B3aUMOAECUCTBUS MOJIb30BATENEH C
CUCTEMOM TakuM 00pa3oM, 4TOObl B HauOOJIbIIEH CTENEHU 3aTPYJHUTH WIU
UCKJIFOYUTHh BO3MOYKHOCTh peaM3alliid yrpo3 O€30MacHOCTH WM CHU3HUTH pa3Mep
IIOTEPH B CIIy4ae UX peaan3alny.

6.5. @opMupoBaHUEe MOJUTHKH 0€30MACHOCTH

I'maBHass 1enp aAMUHUCTPATUBHBIX MEP, MPEANPUHUMAEMBIX Ha BBICIIEM
yIPaBIEHYECKOM YpOBHE - C(HOPMHUPOBATH MOJUTHUKY B 00JacTH oOecreueHus
oezomacHoctu I1JIH (orpaxaromyro moaxonabl Kk 3ammute I[1/lH) u obOecmeuuts ee
BBITIOJTHEHUE, BBIJIEISIE HEOOXOAMMBIE PECYPCHI M KOHTPOJIUPYS COCTOSTHUE JEII.

C npakThuecKkoi TOYKU 3pEHUs MOJTUTHKY B 001acTH obecrieueHus: 0€30MacHOCTH
[11n B Yupexxaenuu 1enecooOpa3Ho pa3OouTh Ha J1Ba ypoBHs. K BepxHeMy YpOBHIO
OTHOCSITCSl PEIICHUS PYKOBOJCTBA, 3aTparvBarollue NEATEIbHOCTh YUpEXKIACHUS B
nenoM. [lonmutuka BepXHEro YpOBHS JOJDKHA YETKO OYEepPTUTH chepy BIHUSHHUS U
OTpaHWYEHHUs TPH OmpesenaeHun menei Oe3omacHocTu II/IH, ompenenuth KakKuMu
pecypcamu  (MaTepHalibHble, CTPYKTYpPHBIC, OpTaHM3AIMOHHBIE) OHH OyAyT
NOCTUTHYTBI, M HAWTU pa3yMHBI KOMIIPOMHUCC MEXKAY MPUEMIIEMbIM YPOBHEM
0€301MacHOCTH U (PYHKITMOHATBHOCTHIO.

[TonuTrKa HUXKXHErO YPOBHsI, ONpPENECIAET MPOLUEAYPhl, U MPABUJIA JOCTHUKEHUS
nesneit u pemenus 3anad 6ezonacHoctu [1/1H u geranusupyeT (periaMeHTUpyeT) STH
MpaBuia:

-KaKOBBI POJIU U OOS3aHHOCTU JOHKHOCTHBIX JIMII, OTBEUAIOIINE 32 TPOBEICHUE
nonuTrkH 0e3omacHocTH T1/1H;

-KTO uMeeT npaBa noctyna K [[JIH, KTo U IpH KaKuX YCIOBUSIX MOXKET YUTATh U
Moudumuposats [11H u T.1.

[lonuTrka HUKHETO YPOBHS JOJIKHA:

-TpeyCMaTPUBATh PETJIAMEHT WH(OPMAIMOHHBIX OTHONICHHH, HCKIIOYAIOTIX
BO3MOXHOCTb IPOU3BOJIBHBIX, MOHOITOJIBHBIX WIM HECAHKIIMOHUPOBAHHBIX JAEHCTBUU
B OTHOIIIEHUU MH(OPMAIIMOHHBIX PECYPCOB;

-OIPEIEIISITh KOAJUIMOHHBIE U HEPAPXUUECKUE MMPUHIUITBI U METOABI PA3ICICHUS
CEKpPETOB U pasrpannyeHus gocryna k [1/1H;

-BBIOUpATh MPOrpaMMHO-TEXHUYECKHUE (anmmapaTHbIe) CPeACTBAa MPOTUBOACHCTBUS
HCJ, ayrentudukanuu, aBTOpu3alldd, HACHTUPUKAIUKA U JAPYTUX 3aUUTHBIX



MEXaHMU3MOB, O0ECHEUYHMBAIOIINX TapaHTHU pealu3alid MpaB U OTBETCTBEHHOCTH
CyOBEeKTOB MH(POPMAIIMOHHBIX OTHOIIICHUH.

6.6. PersiamenTanusi 10cTyna B moMeeHust

KoMroneHTsl HH()OPMAITMOHHBIX CHCTEM YUPEXKACHHUS JTOJDKHBI pa3MelIaThCs B
MOMEIICHHX, HAXOAIIUXCS 1107 OXPAaHOW WM HAOIIOACHUEM, HCKIIOYAIONTUM
BO3MOXHOCTh OCCKOHTPOJIBHOTO MPOHUKHOBEHHUS B TIOMEIIEHUS TTOCTOPOHHUX JIUI] U
obecrnieynBaOmMKUM  (PU3UUECKYI0 COXPAHHOCTh HAXOMASIIUXCS B TOMEIICHUU
3allMIIAeMbIX pecypcoB (okymeHTOoB, APM u T.m.). YOopka Takux MOMeENICHUM
JOJI’KHA TPOU3BOJUTHLCS B MPHUCYTCTBUHM OTBETCTBEHHOTO COTPYIHHKA, 32 KOTOPHIM
3aKpEIUICHBI JTaHHBIC KOMITOHCHTBI, C COOJIOJICHUEM MeEp, HMCKIIFOYAIONIUX JTOCTYII
TIOCTOPOHHHMX JIMII K 3alTUIIIAeMbIM HHPOPMAIIMOHHBIM PECYPCaM.

Bce mocTopoHHHME JHMIla JONMYCKAIOTCS B TOMEMIEHUS C KOMIIOHCHTAMH
WH(POPMAIIMOHHON CUCTEMBI TOJIBKO B TIPUCYTCTBUU COTPYHUKOB Y UPEIKICHUS.

[To oxoH"YaHUM PabOYETo JTHS, TOMEIIECHHUS, B KOTOPBIX Pa3MeNIatoTCs KOMITOHEHTHI
MHQPOPMAIIMOHHBIX CHUCTEM YUPEKJCHHUS, JIOJDKHBI 3alMpaThCsd HAa KIOY, 10
BO3MOYXHOCTH OTICYaTHIBATHCS.

B ciydae ocHamieHus TOMEIICHWA CPEICTBAMU OXPAaHHOW CHUTHATU3AIINH, a TAKXKE
aBTOMATU3WPOBAHHOM CUCTEMOU MpHUEMa M PErUCTPallii CUTHAJIOB OT 3TUX CPEJCTB,
npHeM-cjladya TaKWX IOMECIICHHH TI0JI OXpaHy OCYIISCTBISCTCS Ha OCHOBAaHUHU
CTEIMATBHO pa3padaThIBAEMON HHCTPYKIIHH.

6.7. Pernamenranus AOMyCKa COTPYAHUKOB K HUCIOJIb30BAHUIO
UH(OPMAIMOHHBIX PECYPCOB

B pamkax pazpemurenbHOi cucTeMbl (MAaTpUIlbl) JOCTYA YCTAHABIMBAETCS: KTO,
KOMY, Kakyo WH()OpMaIHIO U sl KAKOTO BUA JTOCTYIa MOXKET MPEAOCTABUTh U MPHU
KaKUX YCIIOBUSIX.

Jlomyck mosib30BaTeliei kK paboTe ¢ MHPOPMAITMOHHBIMU CHCTEMaMH Y UPEKICHHUSI
U JIOCTYI K UX pecypcaM J0JDKEH OBITh CTPOTro periaMeHTHpoBaH. JIroObie H3MEHEHUS
COCTaBa M IIOJJHOMOYMHU IIOJIb30BATENIEN IMOJACUCTEM JOJKHBI ITPOU3BOJUTHCS
YCTaHOBJIEHHBIM MOPSIAKOM.

YpOBEHb MOJHOMOYMI Ka)KJI0r0 IOJBb30BATENSI ONPEACISIETCS WHAUBUIYAJIBHO,
coOmroias ciaeayronme TpeOOBaHus

-K@XJbIi COTPYAHUK IOJIB3YETCS TOJBKO IPEANUCAHHBIMUA €My IpaBaMu IO
ornomenuto kK II/IH, ¢ koTtoppiMH eMy HeoOXoamma paboTa B COOTBETCTBUU C
JOJKHOCTHBIMU 00sI3aHHOCTSIMU. PaciimpeHnue mnpaB JOCTyNa U MPEJOCTaBICHUE
JOCTYTIA K JOMOJHUTEIbHBIM HH(POPMAIMOHHBIX PECYpCcaM, B 0053aTEILHOM MOPSIKE,
JIOJIKHO COTJIACOBBIBATHCSI C OTBETCTBEHHBIM 3a OpraHu3anuio oopadorku [1/1H;

-pYKOBOJUTENb YUpPEXKICHUS HMMEET MpaBa Ha MPOCMOTp HHGPOPMALMU CBOMX
MIOJYMHEHHBIX TOJBKO B YCTAHOBJIEHHBIX IMPEJEIaX B COOTBETCTBUM CO CBOMMU
JIOJKHOCTHBIMU O0S13aHHOCTSIMH.

Bce corpynauku YupexaeHus U 0OCTY>KMBAIOIIANW TMEPCOHAN, JOJDKHBI HECTH
MEPCOHAIIBHYI0  OTBETCTBEHHOCTh 3a HAPYLIEHUS YCTAHOBJICHHOTO IMOpPsJIKa
oOpaboTku I1/1H, mpaBui XxpaHeHuUs, UCIIOJIB30BAHUS U MEepejauu HAXOASIIUXCS B UX
pacHopsKEHUH 3allUIIAEMbIX pecypcoB cucTeMbl. Kax bl coTpyaHUK (IIpHU Mpueme



Ha paboTy) JOJKEH MOAMKUCHIBATh 0053aTEILCTBO O COONIOEHUN U OTBETCTBEHHOCTH
3a HapyIlIEHHWE YCTAHOBIIEHHBIX TpeOoBaHUM 1o coxpanenuto [1J{n Yupexaenus.

Oo6padotka [1/1n B komnonenTax MCII/In YupexaeHus n10mKHA IPOU3BOJIUTHCA B
COOTBETCTBHHM C YTBEPKICHHBIMA TEXHOJIOTUYECKUMH UHCTPYKLUSIMH.

6.8. PernamenTtanuss ~ mpomeccoB  00CIy:KUBAHUS U OCylIeCTBJICHMS
MOIM(UKALIMYI aANNAPATHBIX U MPOrPAMMHBIX PeCypcoB

B uensx nmopmepxaHusi pexxuMa MH(OpPMAIIMOHHOM 0€30MacHOCTH ammapaTHO-
porpaMMHasi KOH(QUrypauusi aBTOMaTHU3WPOBAHHBIX pabOUYMX MECT COTPYAHHUKOB
VYupexaeHus, ¢ KOTOPbIX BOZMOXEH JOCTYI K pecypcaM UH(POPMAILIMOHHON CUCTEMBI,
JIOJIKHA COOTBETCTBOBATH KPYr'y BO3JIOKEHHBIX Ha JIaHHBIX TOJb30BaTeNen
(YHKIMOHAIBHBIX 00S3aHHOCTEH.

B koMnoHeHTax nH(GOpPMAIMOHHON CUCTEMBI U HAa pabOUYMX MECTax Mojab30Bareaei
JOJKHBl ~ YCTAHABIMBATBHCS UM HMCIIOJIB30BAThCS  JUIEH3UOHHBIE TMPOrpaMMHbIE
CpEeICTBa.

6.9. OOecneyeHHe W KOHTPOJIb (PU3MUYECKON IEJOCTHOCTH (HEM3MEHHOCTH
KOHGUrypanum) annaparHbix pecypcoB

O6opynoBanne WHOOPMAIIMOHHBIX CHUCTEM, HCIOJIB3yeMOe JJisg JOCTyla |
xpanenus [I/IH, Kk KOTOpoMy JOCTyn OOCIYXHBAIOIIEro MepcoHaida B Mpollecce
AKCIUTyaTalluk He TpeOyercs, MOCie HalaJOYHbIX, PEMOHTHBIX M HMHBIX padoT,
CBS3aHHBIX C JOCTYIIOM K €T0 KOMIIOHEHTaM JOJIKHO 3aKPbhIBAThCH.

6.10. IloxGop u MoAroTOBKA NMEPCOHAJA, O0YyUeHHE MOJIb30BaTe /el

[Tomp3oBarenu UCITIH YupexaeHus, a TakkKe PyKOBOISAIIANA 1 00CITy>KUBAFOIITUI
NepCcoHal JOKHBI ObITh O3HAKOMJICHBI CO CBOMM YPOBHEM IOJIHOMOYHWMA, a TaKkKe
OpTraHU3aLMOHHO-PACIIOPSAUTEIILHOM, HOPMAaTHUBHOW, TEXHUYECKOHU 151
AKCIUTYaTallHOHHOW JIOKYMEHTAllUCH, OMpenessronieii TpeOoBaHUS U  TMOPSIOK
obpabotku [1/IH B YupexaeHun.

Obecneuenne Oe3omacHocTH [IJIH BO3MOXXHO TOJBKO TOCHE BBIPAOOTKH Yy
MOJIb30BaTENIel OIpPEACIEHHON KYJIbTyphl pabOThI, T.€. HOPM, OOS3aTENBbHBIX IS
WCIIOJIHEHUS BCEMU, KTO paboTaeT ¢ MHGOPMAIMOHHBIME pecypcamu Yupexaenus. K
TaKUM HOPMaM MOXHO OTHECTH 3ampenieHue JOObIX YMBINIJICHHBIX WM
HEYMBIIIUICHHBIX JIEWCTBUM, KOTOPHIE HAPYIIAIOT HOPMAJIbHYIO paOOTy KOMIIOHEHTOB
NCIIx YupexaeHus, BbI3bIBAIOT JOMOJHUTEIbHBIE 3aTPAThl PECYPCOB, HAPYIIAIOT
IIEJIOCTHOCTh XPaHUMOW M 0OpabaTeiBaeMOll WH(OpMAIMK, HapPYyIMIAIOT WHTEPECHI
3aKOHHBIX TOJB30BaTEINEH, BIAICIbIIECB WIH COOCTBEHHUKOB.

Bce momszoBatenu WCII[H VYwupexnenus AOMKHBI OBITh O3HAKOMIICHBI C
OpPraHW3allMOHHO -  PACIOPSAMTEILHBIMU  JOKYMEHTAMH TI0  OOECIEYCHHIO
o0ezomacHoctu IIJIn VYupexnenus, B 4acTH, WX Kacalomleics, MOKHBI 3HaTh M
HEYKOCHUTEJIbHO BBIMOJHATh HMHCTPYKIMM M 3HATh OOIIKME OO0S3aHHOCTH TIO
obecneuenuto 6e3zonacHoctu [1/]H. JloBeaenue tpeOboBaHUI yKa3aHHBIX JOKYMEHTOB
710 JIUII, IOMYIIEHHBIX K 00pa0doTke 3ammuinaemMbix [1JIH, T0MKHO OCYIIECTBISITHCS O/
POCIIHCB.



6.11. OTBeTCTBEHHOCTDH 32 HAPYUIEHHS] YCTAHOBJIEHHOI0 MOPS/IKA M0Jb30BAHUS
pecypcaMy HH(p)OPMALMOHHOMH CHCTEMbI

Mepa OTBETCTBEHHOCTH IEpCOHANa 3a JCWCTBUA, COBEPIICHHBICE B HApYIICHHE
YCTaHOBJIEHHBIX IpaBUJi oOecrnedyeHus Oe3zonacHoil pabotel ¢ IIJIH, nomxHa
OTIPE/IETAThCS HAHECEHHBIM YIIepOOM, HaJIWMYuMeM 3JI0T0 YMbICIa € JIPYTUMHU
(akTOpamMu MO YCMOTPEHHUIO PYKOBOJCTBA Y UPEIKICHHUS.

Jlnis peanu3aiiiy IPUHIMIA TIEPCOHATBHON OTBETCTBEHHOCTH IOJIH30BATENCH 32
CBOM JICHCTBHSI HEOOXOIUMBI:

-MHIUBHUyaJIbHAS WACHTH(PUKALMS TOJb30BaTelied W WHUIMAPOBAHHBIX WMH
IPOIIECCOB, T.€. YCTAaHOBJIEHHUE 32 HUMU uaeHTH(ukaTopa (login, Username), Ha 6a3ze
KOTOpPOro OyleT OCYIIECTBISThCS pPa3TpaHUYCHHE JOCTyNa B COOTBETCTBHH C
IPUHITUTIOM 0OOCHOBAHHOCTH JIOCTYTIA;

-pOBEpKa MOJIJTMHHOCTHU TMOJIb30BaTeNel (ayTeHTHu(UKaIMs) Ha OCHOBE MMapoJeii;

-peakiusi Ha TOMNBITKM HECAHKIIMOHWPOBAHHOTO JOCTyMa (CHTHAIH3AIus,
OJIOKMPOBKA U T.1.).

6.12. CpencrBa obecneuenus 6ezonacHoctu I1JIn

Jlns obecnieuenust UHPOPMAITMOHHON O€30MaCHOCTU Y UPEKICHUSI UCTIONb3YIOTCS
CJICTYIOIINE CPEJICTBA 3AIIUTHI:

duznyeckue cpeAcTBa 3alTUThI

duznyeckue Mepbl 3alllUThl OCHOBaHBl HA TNPUMEHEHUH Pa3HOro poja
MEXaHMYECKHX, DJIEKTPOHHBIX WM D3JIEKTPOHHO-MEXaHUUYECKHX YCTPOMCTB W
COOPY)KEHHUH, CIelUuaIbHO TMpPEJHA3HAUYEHHBIX IS CO3JaHus  (PU3UYECKUX
NPETSITCTBUI Ha BO3MOXKHBIX MYyTSIX MPOHUKHOBEHUS M JIOCTYINa IMOTEHIMATBHBIX
HapyLIUTEIEH K KOMIIOHEHTaM CUCTEMBI U 3amumaemMbiM [1/[H, a Takke TEXHUUECKUX
CPEIICTB BU3YaJIbHOTO HAOIIOACHUS, CBS3H U OXPAHHON CUTHAU3AIINH.

Jlnst o6ecrieuenus puszndeckoit 6e3onacuoctu komrnonento MCII/IH HeoOxomumo
OCYIIECTBIISITH PSiJl OPTaHU3AIIMOHHBIX U TEXHUYECKUX MEPOTPHUATUN, BKIIOYAIOIIUX
IIPOBEPKY 000PYI0BaHMS, IIpeAHA3SHAYCHHOTO /sl 00padoTku I1/1H, Ha:

-HaJIM4Ke CIEeIHAIbHO BHEAPECHHBIX 3aKJIaIHBIX YCTPOICTB;

-BBEJICHUE JIOTIOJHUTENIBHBIX OrPAaHWYEHUH TO JOCTYNy B TOMEIICHHS,
npeaHa3HAYCHHbIC Tt XpaHeHus 1 oopadotku [1/1H;

-00opyioBaHue CcHUCTeM WH(GOpPMATU3aMKA YCTPONUCTBAMHU 3allUThl OT cOOEB
AIEKTPOMUTAHUS U TIOMEX B IMHUSAX CBSI3H.

Texuudeckue cpeacTBa 3anTUTHI

Texunueckne (ammapaTHO-IPOTPAMMHBIE) MEPHI 3alUThl  OCHOBAaHBI Ha
WCIIOJIb30BAaHUM PA3IIMYHBIX IJIEKTPOHHBIX YCTPOMCTB M CIENHUATBHBIX MPOTPAMM U
BBITIOJTHSFOIIHX (CaMOCTOSITEIIbHO WITH B KOMITJIEKCE C APYTHMHE CPEICTBAMHU ) GyHKITUN
3amuThl (MASHTU(GUKAIUI0O W ayTCHTH(UKAIMIO TOJb30BaTeliel, pa3rpaHuueHUe
J0CcTyna K pecypcaM, pPETHUCTpAIio COOBITHH, KpUNTOTrpadUyecKoe 3aKphITHE
uH(pOpMAaLINH U T.1.).

C ydetoMm Bcex TpeOOBaHMU M MPUHIMMIOB oOecnedyeHus Oe3omacHoctu I1/{H 1o
BCEM HAMPABIICHUSM 3aIIUTHl B COCTAB CHCTEMBI 3aIUTHI JOJKHBI OBITh BKIIFOUCHBI
CJIEIYIOIINE CPEICTBA:

-CpeICTBA pa3rpaHUYCHUS JOCTYyTMA K JaHHBIM;



-CpeJICTBa PETUCTPALMK JOCTYIa K KOMIOHEHTaM MH()OPMAIIUOHHONW CUCTEMBI U

KOHTPOJISI 32 UCTIOJIb30BaHUEM UH(GOpMAIIUH;
-Cpe/ICTBa  pearupoBaHUs Ha HapylUIeHUsT pexuMa HHPOPMAIIMOHHOM

0€30MacHOCTH.

Ha Texnuueckue cpeacTsa 3aliuThl BO3JIAraeTCsl PEIICHUE CIEAYIOINX OCHOBHBIX
3a1a4:

-uneHTUGUKAIUsI U ayTeHTU(UKALMS TOJb30BaTeIeH MPU TMOMOIIU UMEH WU
crienUalibHBIX anmnapaTHbIX cpeactB (Advantor, Touch Memory, Smart Card u T.11.);

-periaMeHTalus W yOpaBlI€HWE JOCTYIIOM IIOJb30BaTENCd B MOMEIICHUS, K
(bU3UYECKUM U JIOTUYECKUM YCTPONCTBAM;

-3al[UTa OT MPOHUKHOBEHUS KOMIIBIOTEPHBIX BHUPYCOB U Pa3pPYyLIUTEIBHOTO
BO3JICUCTBUS BPEIOHOCHBIX IMPOTPAMM;

-perucTpanus BceX ACWCTBUU MOJIB30BATEINSI B 3ALIUILEHHOM >KypHAJle, HAJIUYUE
HECKOJIbKUX YPOBHEU perucTpaiuu,

-3al[UTa JAHHBIX CHUCTEMbl 3alluThl Ha (alJIoBOM cepBepe OT JocTyna
M0JIb30BaTeNel, B YbH JOJKHOCTHBIE O0SI3aHHOCTH HE BXOJUT paboTta ¢ nHpopMaIuy,
HaXoJsIIelcs Ha HEM.

CpencrtBa uieHTH(GUKAIMN U ayTeHTU(DUKAIINY TI0JIh30BaTEIeH

B HeJdsiX  MpefoTBpalieHust  paboThl C  pecypcamu NCIIIn

YupexxaeHuss  MMOCTOPOHHUX JIMI] HEOOXOJUMO  OO0ECIeYuTh BO3MOXKHOCTH
pacno3HaBaHus KaXKJ0r0 JIETaJIbHOTO TT0JIb30BaTENs (MIIM TPYII Mojib3oBareneit). s
UACHTU(PUKALUU MOTYT MPUMEHSATHCA PA3JIMYHOIO pojJa YCTPONCTBA: MAarHUTHbBIE
KapTOYKH, KIIFOYH, KJIFOUEBbIE BCTABKHU, JUCKETHI U T.II.

Aytentudukanus (MOATBEP)KIACHUE TOITUHHOCTH) MOJIB30BATENECH TaKKEe MOKET
OCYLIECTBIIATHCS

-IyTeM MPOBEPKHU HAIMYUS Y MOJIb30BaTENEH KaKUX-THO0O0 CIIeIIMAIbHBIX YCTPONCTB
(MarHUTHBIX KapTOYEK, KIIOUEH, KIFOYEBBIX BCTABOK U T.1.);

-IIyTE€M MPOBEPKH 3HAHMS UMU MapOJIEH;

-IIyTEM MPOBEPKH YHUKAIbHBIX (PU3NUECKUX XapaKTEPUCTUK U TTAPaMETPOB CAMHX
MOJIb30BaTeNIel MIPHU MOMOIIIU CIIEITUATBHBIX OMOMETPUYECKUX YCTPOUCTB.

CpenctBa pa3rpaHMueHHs JOCTYyIIa

30HBI OTBETCTBEHHOCTH M 3aJa4M KOHKPETHBIX TEXHUYECKUX CPEACTB 3aIUTHI
YCTAaHaBIIMBAIOTCS  MCXOASl M3 HUX BO3MOXHOCTEM U DKCIUTyaTallMOHHBIX
XapaKTEPUCTHUK, OMIMCAHHBIX B JOKYMEHTALIMU Ha JaHHBIE CPE/ICTBA.

Texuuueckue cpencTa pa3rpaHUYEHUs JOCTyNa JOJDKHBI 0 BO3MOKHOCTH OBITh
COCTaBHOM YaCThIO €IMHON CUCTEMBI KOHTPOJIS TOCTYIIA:

-Ha KOHTPOJIUPYEMYIO TEPPUTOPUIO;

-B OTJIEJIbHBIE TOMEUIEHNUS;

-K KOMIIOHEHTaM UH(QOPMAIIMOHHOMN cpelibl YUpeKICHUS U DJIEMEHTaM CHCTEMBI
samuThl [1/IH (husnueckuit qoctymn);

-K “TH(QOPMAIIMOHHBIM pecypcaM (JIOKyMEHTaM, HOCUTENsIM uH(opmaiuu, daiiam,
Ha0opam JaHHBIX, apXUBaM, CIIPaBKaM U T.11.);

-K aKTUBHBIM pecypcam (MPUKIaAHBIM IporpaMmmam, 3ajadam u T.11.);

-K OMEPAIIMOHHON CHUCTEME, CUCTEMHBIM MPOrpaMMaM U MpOorpaMmMaM 3alluThl.

Cpencta obecrieueHust 1 KOHTPOJIS LIeIOCTHOCTH



CpenctBa oOecrneueHus LETOCTHOCTU BKIIOYAIOT B CBOM COCTaB CpEACTBa
PE3EpPBHOTO  KOMUPOBAHUS, MPOrpaMMbl AHTUBHUPYCHOM 3aIUTHI, MPOrPAMMBI
BOCCTaHOBJICHHSI 1IEJIOCTHOCTH ONIEPALIMOHHON Cpesibl U 0a3 JaHHbBIX.

CpenctBa KOHTPOJS LEIOCTHOCTH HMH(POPMALMOHHBIX PECYPCOB CHUCTEM
MpeIHAa3HAYECHBbI JJI1 CBOEBPEMEHHOT0 OOHAPYKEHUS MOAU(DUKALMH WU UCKAKEHUS
pecypcoB cuctemMbl. OHU MO3BOJISAIOT 00ECNEYUTh MPABUIBHOCTD (DYHKIIMOHUPOBAHUS
CUCTEMBI 3aIMUTHI U IIEJIOCTHOCTh XpaHUMOU U 00pabaTbiBaeMoi HH(GOPMALIIH.

KoHTpons nenoctHocTH MH(GOPMAIIMU U CPEACTB 3aIIUTHI, C LIETbI0 00ecTeueHus
HEM3MEHHOCTH HH(DOPMALMOHHOM  Cpelbl, ONpeAensieMol MpeayCMOTPEHHOU
TEXHOJOruerd o0pabOTKH, U 3aIUTHl OT HECAaHKIMOHUpOBaHHOW Momudukanuu 11/ n
JIOJIKEH 00eCcreunBaThCs:

-CpeICTBaMU pa3rpaHUYeHUsI JOCTyNa (B MOMEIICHHUS, K JOKYMEHTaM, K HOCUTENISIM
uH(OpMaIIHH, K cCepBepaM, JOTHYECKUM YCTPOICTBAM U T.I1.);

-CpeACTBaMU AJIEKTPOHHOM MOANHICH;

-CpeICTBaMU MOJicyeTa KOHTPOJIBHBIX CyMM (JUIsl UCHIOJIB3YEMOTO MPOrPaAMMHOTO
oOecrieyeHus).

CpencTBa onepaTiBHOTO KOHTPOJISI M PETUCTPAIIUU COOBITHI O€30MacHOCTH

CpenctBa OOBEKTHBHOTO KOHTPOJS JIOJDKHBI OOecreyuBaTh OOHApYKEHUE U
pErucTparuio BceX COObITHH (melcTBUM moib3oBaTenel, mombsiTok HCJl u T.1m.),
KOTOphIE MOTYT TMOBJIeYh 3a COOOW HapylieHue Oe30MacHOCTH M TPUBECTH K
BO3HMKHOBEHHUIO  KPU3UCHBIX  CHUTyalMii. AHanu3 coOpaHHOM  cpeacTBamMu
perucTpanuu UHPOpPMalUK MO3BOJISIET BBIIBUTH (DaKThl COBEPIIIEHUSI HAPYIICHUM, UX
XapakTep, MOoJICKa3aTh METOJ €r0 paccyieIOBaHUs U CIOCOOBI TOMCKA HAPYIIUTENS U
ucrpapieHus cutyaunn. CpectBa KOHTPOJIA U pETUCTPALUY JOJKHBI TPEAOCTABIISITH
BO3MOKHOCTH:

-BEJICHUSI M aHAJIN3a KYPHAJIOB PETUCTPAIIMU COOBITHI 0€30MacHOCTH (CUCTEMHBIX
KYpHAJIOB);

-MIOJTyYEHUs] TBEpJOM Komuu (TMedaTtd) >KypHalla PErucTpaluu COOBITHUH
0€30IMacHOCTH;

-YIOPSIIOUEHUS JKYPHAJIOB, a TaKK€ YCTAHOBJIEHUS OIPAHUYEHUN Ha CPOK HX
XpaHEHUS;

-OTIOBEIIEHUS OTBETCTBEHHOIO 3a opranu3zanuio oopadotku [1/[H o HapymeHusX.

[Ipu peructpanuu coObITUIl 0€30MaCHOCTU B >KypHaje JO0KHA (UKCHPOBATHCA
crienyromias uHGOpMAaIIHs:

-JlaTa u Bpemsi COOBITHS;

-uIeHTU(UKATOP CyOBEKTa, OCYIIECTBISAIONIETO PETUCTPUPYEMOE JEHCTBUE;

-nieiicTBue (TUM AOCTYIIA).

6.13. KoHTpoab 3()(peKTUBHOCTH CHCTEMBI 3AIIIUThI

Koutpons sddexkruBHoctn 3amutel  [1JIH  ocymecTBisercs ¢ IINBIO
CBOCBPEMEHHOIO  BBISIBIEHUA MW mnpenorBpamieHuss yreuku [IJ[H 3a  cuer
HECAHKI[MOHUPOBAHHOIO  JIOCTYIA, a TaKXe MPEIYyNpPEkKICHUS BO3MOKHBIX
CIICLIMATIbHBIX BO3JCHCTBHI, HANPABICHHBIX Ha yHUYTOXeHue II/[H, pa3pymeHne
cpeacTB uHpopmaTuzanr. KOHTpo1b MOXKET MPOBOUTHCS MPUBIEKAEMbBIMU J1JIs1 3TOU
LEJIA OPraHU3aALUSIMH, UMEIOIIMMH JIMIEH3UIO HA 3TOT BUJ AEATEIBHOCTH.



Ouenka >¢dextuBHOCTH Mep 3amuThl [I/IlH mpoBOAUTCS C HCHOJIB30BAHHEM
TEXHUYECKHUX M TMPOTPAMMHBIX CPEJICTB KOHTPOJISI HA MOPEAMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBAHUSIM.
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